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NIAS — NATO Information Assurance

1997-ben — joréeszt Magyarorszag kezdeme-
nyezéseére létrejott a NATO Information Assurance
Symposium, egy, az informaciobiztonsag
kérdeseivel foglalkoz egy hetes konferencia és
workshop.

2011-ben az egyik érdekes tema a Cyber Defence
Framework volt...



Miert valt szukségesse ez a
keretrendszer?

A szamitogépes csintalankodas nem ujkeletl es
voltak — vannak fokozatai. Kezdetben az volt, hogy

- ,Megmutatom, hogy be tudok jutni”

- Ha mar bejutottam, hagyok is valami nyomot, amire
blUszke lehetek (Deface)

- Ha mar egyszer ott jarok, megviccelem a
kollégakat...

- Haragszom a volt fonokomre, kicsit harfazok az
idegein... (DoS. stb.)



Aztan a jatek komolyabbra fordult...

- Fogadjunk, hogy nem tudod kiakasztani X
szolgaltatot...

- Kapsz 50 rugot, ha harom napra kiakasztod Y
szolgaltatot...

- Nekem megérne 100 rongyot Z kozmu
ugyféllistaja...

- Bankkartyaszamot nem tudsz szerezni?...



Eltolodott a sulypont...

- Késtolgassunk teljes orszagokat

- Szerezzunk kulcsfontossagu allamigazgatasi —
katonai informaciokat

- Bénitsuk meg az allamigazgatast

- Rongaljuk meg az infrastrukturat



... aztan beszalltak a jatékba a
titkosszolgalatok is...

1982-ben ,Farewell”
UgynoOk segitségével
rendeztek a Transz-
Szibériai Gazvezetéken
Topolszk mellett olyan
thzijatekot, ami még a
vilagurbal is lathato
volt...



Nem csak az iparral foglalkoztak:

2006-ban a ShadyRat végigsoport a fél vilagon



Mindenhova megprobalt beepulni...

Totalis tamadas volt



...aztan egy orszag teljes kommunikacios
halozata blokkolodott...



... €S ez meg csak a kezdet volt...

2010-ben a Stuxnet
néhany Ora alatt
felszamolta lran
urandusitd kapacitasat...



A tamadasi technikak megvaltoztak

- A tamadoé kod legalis, hivatalosan beszerzett
programokba is beépulhetett

- A tamadas bizonyos mukodési paraméterek
egyuttallasara, kiszamithatatlan idoben indult

- Sokszor a tamado kdd szerzdje sem tudta, mit
alkot

- A hagyomanyos virus- és behatolasvédelmi
rendszerek hatastalanok voltak

Uj megkézelitésre, modszertanra volt sziikség



Az észtek hamar ébredtek...



Letrehoztak Tallinban egy nemzetkozi
tudaskozpontot



==

CD Capability Framework = ???

Professor Peeter Lorents, CCD COE Chief of the R&D Branch



The opinions expressed are those of the
presenter and

should not be considered as official policy of
the CCD COE or NATO

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



* Cooperative Cyber Defence Centre of Excellence

* CD Capability Framework
* CCDCOE+CDCF=7???

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



) CCD COE + CD CF = 227

CCD COE =

= Cooperative Cyber Defence
Centre of Excellence

* www.ccdcoe.org

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



The Cooperative Cyber Defence Centre of
Excellence Is

A multinationally manned and sponsored entity currently
comprised of 8 Sponsoring Nations
- Germany, Hungary, Italy, Latvia, Lithuania, Slovak Republic,
Spain and Estonia
- joining process with: Turkey, USA

Accredited as the NATO COE (Oct 28th 2008)

Directed and tasked by a Multinational Steering Committee of
those 8 Sponsoring Nations + Turkey + NATO ACT

Actively receives additional NATO requests via Supreme Allied
Command of Transformation

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



Cooperative Cyber Defence Centre of
Excellence is Not

Part of NATO Command or Force Structure
Funded from NATO Common budget

24/7 NATO Operational Incident Handling Center
nor

Multinational Computer Emergency Response Team
working on behalf of Sponsoring Nations

Group of hackers or “Cyber Warriors”

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



Cooperative Cyber Defence
Centre of Excellence — CCD COE

Mission and Vision

Mission: to enhance the cooperative cyber defence
capability of NATO.

Vision: to become a primary source of expertise for NATO
in cooperative cyber defence-related matters.

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



Input to doctrine and concepts in the field of
cyber defence

Cyber defence related analysis, education,
awareness and training

Research and development projects in the
field of cyber defence

Cyber defence related analysis and lessons
learned

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



Organization

Director

Chief of Staff

Training Research
and | ! and
Doctrine Development

Administration

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



Relationships

el . e
— Steering
— Committee

NATO entities NATO COE-s
- HQ SACT . COE-DAT

- NATO CDMA -C2 COE
- NCIRC n

- NC3A

Nations

Other entities - NATO
- Universities - Non-NATO

Customers

-NATO

- Sponsoring Nations

- Contributing Participants

- Private sector

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



) CCD COE + CD CF = 227

CCD COE =

= Cooperative Cyber Defence
Centre of Excellence

* www.ccdcoe.org
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CCD COE +CD CF = ???

222 = 111

I = Collaboration
| = Collaboration

| = Collaboration

Professor Peeter Lorents. CCD COE Chief of the R&D Branch



A NATO termeészetesen felkarolta a
kezdemeényezeést

Hallingstad ur igy szamolt be rola 2011-ben:






Cyber Defence Capability Framework

- Objectives

— Establish the scope of cyber defence and the capabilities that are
needed for a sound overall cyber defence capability

— Provide a common taxonomy for more efficient discussion and
coordination of cyber defence activities

— Provide a framework for multinational cooperation on the
development of cyber defence capabilities

— Provide a framework for establishing interoperability interfaces and
maturity levels for the capabilities

NATO UNCLASSIFIED



Presentation lithouwen 29-
10-2010



Cyber Defence Capability Breakdown

Cyber Defence

I

Malicious activity Attack termination/ Dynamic risk, damage, . - . Cyber defence
. . e . Cyber attack recovery Timely decision making K .
detection prevention /mitigation and attack assessment (Recover) (Prevent/Defend) information
(Detect) (Prevent/Defend) (Assess) management
— 1 — 1 — 1 — 1 — 1 —
. .. . . Identification of Cyber defence
— Sensor data collection Topolo.gy/pqllcy Rraniciisk B Syt mt.egrlty —  options, impact, and — information collection
reconfiguration assessment restoration . X
decision-makers and sharing
Traffic flow Erardare

B Entity assessment

| | termination /throttling /
redirection /

— Damage assessment

Information integrity
restoration

— Decision coordination

— information vetting/
quality assurance

restoration

interference
Service availabilit Collection and
Situation assessment — Deception — Assessment of attacks — v - Decision dissemination - exploitation of

historical data

Visualization for
analysis

— Active defence

Visualization for
situational awareness

Registeration of
— compromised
information

External response
coordination

NATO UNCLASSIFIED




Malicious Activity Detection

Malicious activity
detection
(Detect)

Sensor data collection

Entity assessment

Situation assessment

Visualization for
analysis

NATO UNCLASSIFIED

—

R

Sensor data
normalization

— Entity correlation

— Sensor data correlation

| | Locate technical source
of attack

Entity attribute
estimation

— Interpret activity

— Entity characterization

— Interpret context
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Attack termination, prevention, mitigation

Attack termination /
prevention /mitigation
(Prevent/Defend)

[

Topology /policy
reconfiguration

Traffic flow
termination/throttling /
redirection /
interference

Deception

External response

Active defence L.
coordination

—

Service/information
relocation

Cis
compartmentalization

Component and service
shutdown

Credential revocation

Software /hardware
update

NATO UNCLASSIFIED

—

— Control restoration

— Source pacification




Dynamic Risk, Damage, and Threat Assessment

Dynamic risk, damage,
and attack assessment

(Assess)
I
[ [ |
Dk Damage assessment Assessment of attacks . Vls.uallzatlon o
assessment situational awareness
— 1 _ 1 I
. Analysis of ongoing
— Context modelling —  Malware assessment
attacks
R
Identification of A
External monitoring

Value assessment —  affected systems and

(CIS objectives) information coordination

Integrity verification of
— systems and
—  Threat assessment information

Identification of

Vulnerability ] com promi'sed
B assessment information
| | Service availability
] CIS modelling measurement

Dynamic risk
assessment function
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Cyber Attack Recovery

Cyber attack recovery

(Recover)
|
I | | !
. . .. . . oL Registeration of
System integrity Information integrity Service availability & .
. . . compromised
restoration restoration restoration . .
information

NATO UNCLASSIFIED




Timely Decision Making

Timely decision making
(Prevent/Defend)

Identification of
options, impact, and
decision-makers

Decision coordination

Decision dissemination
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Cyber Defence Information Management

Cyber defence
information
management
I !
Cyber defence Cyber defence Collection and
information collection information vetting / exploitation of
and sharing quality assurance historical data

5 NATO UNCLASSIFIED
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Context for Cyber Defence

Information Assurance
\ _/
A

, ( , , ( , ) , h ,

r N 7 N 7 N 7 N
. . . . . . CIS Security

Physical security Personnel security Security of information (Including Cyber Defence)

N . RN VY RN Y/ RN Y
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CIS Security (including Cyber Defence) Capability Breakdown

CIS Security
(including Cyber
Defence)
I I I I
Establish policy Design and Im|_olement CIS Manage risk Operate CIS Security
(governance) Security
| R L) |
Manage trustworthiness Manage CIS Security - Secure Infrastructure

Information : Critical to CIS

Work in progress ...

NATO UNCLASSIFIED



Cyber Defence as part of CIS Security

CIS Security
(including Cyber
Defence)

Establish policy

Design and Implement CIS

Operate CIS Security

Manage trustworthiness o Manage risk
(governance) Security
—
— 1 ] —
|| Evaluate hardware/
— Standardize software/System H Manage requirements — Assess risk

Malicious activity and fault|
detection

Damage and attack

Atta:k/la}:lt ter!r{mat‘non/ Attack/fault recovery

p /

Timely decision making

Control and ensure access

Content based labelling
— and protection /release

policy

rDetermine trustworthiness

Develop methodologies
for secure design and
implementation

| | Dynamic Risk Assessment|

— Defining metrics

L Manage supply chain

Presentation lithouwen 29-
10-2010
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0

Design CIS security

Inspections and audit

Implement CIS security

Accredit

Test CIS security

Business continuity
planning

Evaluate CIS Security
effectiveness
(red team)

Communicate risk

Traceability/audit

Manage CIS Security
Information

Information collection and

sharing

System integrity
restoration

Backup 1

Manage identities

Information vetting /
quality assurance

Information integrity
restoration

Manage roles HH

Authenticate

| |Collection and exploitation

of historical data

Service ava
restoration

Manage configuration -

Classification/Redaction /
Sanitize information

L Registration of
compromised information

Delete information
securely

Work in progress ...




Miért j0 ez nekiink?

- Egyseges keretrendszert ad az események
kezeléséhez

- Le tudja csOkkenteni az improvizativ
szakaszokat

- Rendszerezetté teszi a felkészulést az esetleges
tamadasokra, rendkivili esemeényekre



Az elkeszult anyagok hozzaférhetok:



Kik hasznaljak a tudaskozpont eredmenyeit?
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Ki NEM hasznalja jelenleg a
tudaskozpont eredmenyeit?

Magyarorszag!



Kéerdesek?...

laszlo.biro@samunet.hu






